SUBSCRIPTION APPLICATION MANAGER

AGENCY ADMIN GUIDE Version 1.0
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1.0 INTRODUCTION

1.1 DISCLAIMER

When using the Subscription Application Manager (SAM), you are
accessing a State of Maryland Government information system. This
information system is provided for authorized use only. Unauthorized or
improper use of this system may result in disciplinary action, as well as
civil and criminal penalties.

By using this information system, you understand and consent to the
following: You have no reasonable expectation of privacy regarding any
communications transmitted through or data stored on this information
system. At any time, the government may monitor, intercept, search
and/or seize data transiting or stored on this information system. Any
communications transmitted through or data stored on this information
system may be disclosed or used for any authorized purposes only.



1.2 TERMINOLOGY USED IN THIS MANUAL

CJIS-CR - Criminal Justice Information System — Central Repository
DPSCS — Department of Public Safety and Correctional Services
ITCD- Information Technology and Communications Division

Rap Back - Record of Arrest and Prosecution Background

SAM- Subscription Application Manager

Agency Admin- managers, supervisors or human resources personnel employed by
the agency

1.3 WHAT IS SAM?

SAM is the online subscription application manager module for the upcoming Rap
Back program. The Rap Back program is an optional service that enhances public
safety by allowing authorized agencies to receive an automated notification when
a subscribed individual is fingerprinted due to a qualifying event, such as an arrest
or prosecution. SAM allows the employer or licensing agency to maintain its own
employee/licensee roster of individuals that have been enrolled into the Rap Back
program.



2.0 ACCESSING SAM

2.1 FIRST TIME LOGON

The Agency Admin will receive an email link which will connect them to the
following webpage. Enter your email address and the temporary password that
was assigned in the notification email. Your email address will be your User ID.

DEPARTMENT OF

PUBLIG SAFETY AND CORRECTIONALSERVICES ;
Maryland Criminal Justice Application Portal - QA

Agency: SAM
User Id:

Password:
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2.2 CONFIRM ACCOUNT/CHANGE PASSWORD

The following page will open to confirm your account. Enter a new password and
confirm it by entering it again and click on the ‘Confirm’ button.

JEFARTMENT OF

PUBLIGSAFETY AND CORRECTIONATSERVICES

Confirm your account

Enter your new password
New Password

Confirm password



The following response screen indicates that your new account was successfully
confirmed. Click on the ‘click here to begin’ button.

ETY AND CORRECTIONAL SERVICES

Confirm your account

Thank you fordonfirming your account




2.3 LOGGING INTO THE SYSTEM

You will be prompted to logon with your User ID (email Address) and the
password you have created. Enter the User ID and password and then click on the
‘Logon’ button. If you have forgotten your password, click the ‘Forgot Password’
link and a temporary password will be emailed to the email account on file.

PARTMENT OF

F’[U BIICSAFETY AND CORRECTIONAL SERVICES

Maryland Criminal Justice Application Portal - QA

Agency: SAM
User Id:

Password:
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2.4 ENTERING THE DPSCS APPLICATION PORTAL

Once you are logged into the DPSCS Application Portal disclaimer page will
appear. Please read it and accept it to access the system.

DEPARTMENT OF

PUBLICSAFETY AND GORRECTIONAL SERVICES !
DPSCS Application Portal

| Logout

You are accessing a State of Marylanc Govemment information sysiem. Ths
mformahon sysiern s provided for authorzed use only. Unauthonzos or
IMPIOPET 1252 of This SySTEm may resull in dseiplinary acton as wee as ol and

caminal penallies, By using this IMonmation system, you understand and

consent 1o the Sollowing: You have no reasonable axpectaton of pnvacy

FEGArcINg any cormumunicabons transmitted theough Of Gata 10080 on Ints

Alicn Syslem Al any Ime, Ihe govamment may monior Intencapt. seartn

for selze 0ata transiBng or stored on his Information systam. Ay

unicabons transmitied through or data stored on this nformation system
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Accept Deny




You are now in the DPSCS application portal. You will see a welcome message to
include your user ID (email address) in the upper right corner of the screen. You
will also see the SAM icon.

DEPARTMENT OF

PUBLIESAFETY AND CORRECTIGONAL SERVICES

DPSCS Application Portal

Welcome to the DPSCS Application portal.
Please select an application from the menu below.
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2.5 ENTERING SAM TO ACCESS FUNCTIONS

Click on the SAM icon to enter the SAM application.

DEPARTMENT O

PUBIGSAFETY AND CORRECTIGNAL SERVICES

DPSCS Application Portal

Welcome to the DPSCS Application portal.
Please select an application from the menu below.

N (m
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You are now in the SAM application. Please read the SAM disclaimer and click
the ‘Accept’ button to continue.

DEFPARTMENT Of SO, S . = : . W= | .
PUBLIESAFETY AND CORRECTIONAL SERVICES RRRED rich oS OO R <o | Logout |

SAM Change Password
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You are now in the main SAM applications window. From the main SAM window
you can access the menu of functions located on the upper left corner of the
window (See Section 3 for Agency User Functions). You can also log out of SAM
by clicking the ‘Logout’ link in the upper right corner of the window.

PUBLIGSAFETY AND CORRECTI®NAILSERVICES .
. gov | Logout |

SAM R

0 Agemzy Aswrmnzton

0 Pegarn

Welcome to the SAM application.
Please select an action from the menu to the lefi.
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2.6. LOGGING OUT OF SAM

You can log out of SAM from nearly any open SAM window by clicking on the
‘Logout’ link in the top right corner. You may also have to log out of the DPSCS
portal by repeating the process.

PUBLIGSAFETY AND CORRECTI®ONAL SERVICES

SAM

0 Agemzy Aswrmnzton

0 Negern

Welcome to the SAM application.
Please select an action from the menu to the left.

Note: it is important that you log out of SAM and the DPSCS
portal anytime that you are not directly using the applications.
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3.0 AGENCY USER FUNCTIONS

3.1 AUTHORIZATION ROSTER

The Authorization Roster is a list of potential employees/licensees who have been
fingerprinted under the agency’s authorization number. The Authorization Roster
allows you to indicate your employment/licensing decision. An approved
employee/licensee will be moved to the Employee/Licensee Roster as an active
employee/licensee. Active employees/licensees are subject to the automatic
notification process of the Rap Back system. Choosing not to hire/license an
individual in the Authorization Roster will cause the individual to be removed
(dropped) from your roster.

Anyone removed from your Authorization Roster or Employee/Licensee Roster
will require a new set of Live Scan fingerprints in the event that a later decision
is made to hire or re-employ that individual.

PUBLIGSAFETY AND CORRECTIONALSERVICES
SAM

Welcome to the SAM application.
Please select an action from the menu to the left.
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The menu of options for agency users is located in the upper left corner of the
window. To access the Authorization Roster click on the plus (+) sign to the left of
the ‘Agency Administration’ link. The menu will expand and include an
‘Authorization Roster’ link. Click on the ‘Authorization Roster’ link and the
‘Authorization Roster’ search screen will be displayed.

d Mnaryiind. gov | Logout |
SAM Change Password

Welcome to the SAM application
Please select an action from the menu to the left.
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You may search your Authorization Roster by using any of the fields listed in the
window to locate the name of the individual waiting for your hiring/licensing
decision.

SAFETY AND CORRECTIONATSERVICES
SAM

OO B @imeryiatA gov | Logout |

Change Password

AUTHORIZATION ROSTER SEARCH

S2e Nave Zoe Attorney Clients
Auhonzmon w 1000001442
Note: Detenmnanions 1 edcense SA0UT De MAoe M 2 temefy Manner Jue 10 R3300NS and delebons 10 e Crmnal NSy reCood at any tme ater the Qate of Angerprming

LAST NAME FIRST NAME:

TRACYING #- Doa:

DATE OF FINGERPRINTING:

Q Sowen C risent
=
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Locate the name of the individual you are ready to hire/license or have decided not
to hire/license. Click on the appropriate selection in the same row as their name
(Yes or No). Clicking ‘Yes’ will move the individual’s name from the
Authorization Roster to your active Employee/Licensee Roster. Clicking ‘No’ will
cause the individual’s name to be removed from your roster of potential
employee/licensee. Removal from the roster is final.

yiand.gov | Logout |

ETY AND CORRECTIONAL SERVICES ' e

Sobcnd Romey Nre A DVILINS GARDEN | Sett Agwrey

Y= AUTHORIZATION ROSTER

a6z vers A CHILD'S GARDEN
Agtorinatons 9WMNI21IRY
NoRe: Ceterranyaons v eeicemse SIS be FIade 11 3 ey maser 0L 10 BOSRKRS At Sekdoes 1z 1he Crrnmal Yoy Mecoed of vy e 3%e e Gale of fegeiperieg
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3.2 EMPLOYEE/LICENSEE ROSTER

The Employee/Licensee Roster is a listing of all of your active
employees/licensees who have been cleared to work at your agency. Active
employees/licensees have a check mark in the “Active” column of the row where
their name appears. Automated background notifications are available for all
active employees/licensees depending on the Rap Back subscription level of your
agency.

PUBLICGSAFETY AND CORRECTIONAL SERVICES

oman EMPLOYEE/LICENSEE ROSTER

S v ZEE ATTORNEY CLIENTS
AN ¢ 1000003442

Comme Lant Nane Firnt Name 000 Traching Number Dute Fingaepene Active
OB YL YMA 1903900720 AT T v
L1900 AME00T 0 2l p 1} ] v

) e’ Qe .

4 . . . - ] 196 WI0021 3 o v
0T VER0 186007 8 .
12001908 100206000792 A0S v
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To deactivate an employee/licensee, uncheck their ‘Active’ checkbox and then
click on the ‘Confirm’ button. Deactivating an employee/licensee will remove the
individual from your roster. Once deactivated, your agency will no longer receive
automated background notifications for that individual.

DR PATMENTOF

PUBLHIESAFETY AND CORRECTIGONAIL SERVICES

ihd.gov | Logout |
Change Password

18 Agrvw g AT eroten

ot e EMPLOYEE/LICENSEE ROSTER

S0e Name ZEE ATTORNEY CLIENTS
Aunarization # 1300001442

Coum Last Name Flrst Name Dot

1 0011/ 156

] 010171580

3 0501387 186336000825 C5HENE
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s 01401560 136356000744 05152018 v
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As a safety measure, a warning window will appear before an employee/licensee is
fully deactivated. Click the “Cancel” button to cancel the deactivation of the
employee/licensee. Click the blue ‘OK’ button to proceed with the deactivation.
Clicking the ‘OK’ button on the warning window will remove them from your
employee/licensee roster. Removal of an individual from the roster is final.

Once an employee/licensee is deactivated, a new livescan fingerprinting
transaction is required to re-hire or re-employ/re-license the individual.

ot B Sugpetes Seer [) DMLY Poalie

nr.". ENT OF -
PUBLIESAFETY AND CORRECTH

an Lgov | Logout |
) Password
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Confirm your current employee/licensee roster by going back to the
employee/licensee roster to view your list of employees/licensee.

DEVARTMENT OF

PUBLICSAFETY AND CORRECTIONAL SERVICES

M.gov | Logout |
Changs Password

R EMPLOYEE/LICENSEE ROSTER

St Name ZEE ATTORNEY CLIENTS
AVINOIZANON ¥ 1000001442

Count Last Ko Fint Namer Do Trocking Number Date Fngerprint Active
1 arsn OB MINES 165395001033 05 1e v
2 z 01011580 126306000770 pEeis ¢
3 . ’ 05001087 106 Y0082 A0S v
s o o HOONTSTS 155395002123 De/e/7018 .
5 0211411580 18676000744 0EE2018 v
o g st 1211571554 1561000742 05182018 ¢
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3.3 MANAGE USERS

The “Manage Users” menu selection allows the agency to manage those
individuals they designate within their organization as SAM admins and users.
SAM admins and users are managers, supervisors or human resources personnel
employed by the agency. There are two (2) levels of SAM users, as follows:

3.3-1 AGENCY ADMIN- Agency Admins can make hiring/licensing decisions
and can deactivate employees. They can also assign user roles in the manage users

module.

3.3-2 AGENCY USER - Agency Users only have access to review the employee
roster and fingerprint activity report.

Accessing the “manage users” module is done by clicking on the plus (+) sign to
the left of the ‘Agency Administration’ link. The menu will expand and include
the ‘Manage Users’ link.

PUBLIGSAFETY AND CORRECTIGNALSERVICES
SAM

Welcome to the SAM application.
Please select an action from the menu to the left.
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Click on the ‘Manage Users’ link and the roster of current users will be displayed.

DEPAR
)

AFETY AND CORRECTIONAL SERVICES rich ST e TR o | L :
SAM Change Password

B Aoy A e v

Welcome to the SAM application.
Please select an action from the menu to the left.
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3.3-3 ADDING USERS

Click on the ‘Add User’ button.

DEFPARTMENT OF

PUBLICGSAFETY AND CORRECTIONAL SERVICES OO e TR <01 | Logoust |
dowe vl T

SAM Change Password

== Agency Name: Zee Attorney Clients

ASNOZaton Nurbet 1500001442

e
LONE RANGEH
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A window will open with a list of your active employees/licensees. Select the
employee that you want to add as a user. You can also search using any of the
available fields on the window.

Selest Employee/Licenses

Dats of Fingerprnting
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Once an employee/licensee is selected their name will appear in the ‘add user’
window. Enter their email address and choose the appropriate role (Agency
Admin or Agency User).

27



Click on the ‘Create User’ button.

Last Name

g dribe
L E
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A ‘Confirm User’ window will open. Review your entry. If it is correct, click on
the ‘Submit’ button. Otherwise, click on the ‘Close’ button.

Emas
machatt oowery + 1DQman and gov
Role

Ageecy Acmin
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A results window will open up to indicate whether the transaction was successful
or not.

Joicans!
ST SXCeSANy 200ed 1 e Sam appRcatics
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Go back to the ‘Manage Users’ window and confirm that the user selected is now
listed as a user with the role you have assigned.

; A ETY AND CORRECTIONAL SERVICES
SAM

aryl8nd.gov | Logout |
Change Password

Agency Name: Zee Attorney Clients

Authorzabion Number. 1300001442
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3.3-4 Removing a User / Changing a User level

Go to the ‘Manage Users’ window and click on the user that you would like to
remove or change the user level.

' Kl"lfl'\' AND CORRECTIONAL SERVICES
SAM

inarylane. gov | Logout |
Change Password

Agency Name: Zee Attorney Clients
Acthorzaton Nunber. 1800001442
e Roke

LONE RANCER
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Click the ‘Role’ drop-down.

Choose ‘None’ to remove them as a user. Otherwise, choose the appropriate role
level (Agency Admin or Agency User).

FETY AND CORRECTIONALSERVICES
SAM

ervar

Agency Name: Zee Attorney Clients

Authorization Namber' 1200001442

Dnar R
LONE RANGER

BETTY BmL e

T —
Agency Uses
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A results window will open up to indicate whether the transaction was successful
or not.

ETY AND CORRECTIONAL SERVICES

SAM . Success!

TOVEd (e MACAIHL dOwery + 10 enaryand gov Tom

o Agerxy Admn

=8 \qency Name: Zee Attorney Clients

Agthorzation Number. 1500001442

A User
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Go back to the “Manage Users” window and confirm that the action you submitted
has been saved.

T Tee

<« C 0O | Aot st M portaloaapecs ad g mastate Varage “e 0 !

Segoeiied Ster [ DPRCE Aoraisie

1 NIOF ) = ¥ : P\ 71T D - e
PUBIIGESAFETY AND CORRECTIONAL SERVICES MNBICORe michTSONORFE B - IRBY. cov | Logout |
SAM

Change Password

Agency Name: Zee Attorney Clients

Aumenzanon Namber 1500001442 Show Baciive Usen

LONE RANCER
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3.4 REPORTS

Click on the plus (+) sign to the left of the ‘Reports’ link. The menu will expand to
list the available agency reports. The currently available report is the ‘Agency
Fingerprint Activity’ report.

There will be reports that will allow agencies access to quickly view important
information.

BoweryeOmary 808, gov | Logout |
SAM Change Password

Welcome to the SAM application
Please select an action from the menu to the left.
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Click on the ‘Agency Fingerprint Activity Report’.

LT T Awm S

&« C O A Notesowr | s sam,portal gadpyesad g mditate ol o

T Apge & Scggessed Ster [N O9SCS Partaler

Welcome michael Sowerys8@maryland.gov | Logout |

SAM Change Password

Welcome to the SAM application
Please select an action from the menu to the left.
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The Fingerprint Activity Report window opens. The window contains the ‘Date
From’ and ‘Date To’ fields that allow the user to search all fingerprint activity
under their authorization number within the specified dates.

DEPARTMENT OF

PUBLIGESAFETY AND CORRECTIONALSERVICES
SAM Change Password

O FINGERPRINT ACTIVITY REPORT

0 Megom

see Name Zoe Attorney Clients
Authotizason # 1800001442
DATE 70

W View feport AR
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Enter a date into each field and press the ‘View Report’ button.

DEFARTMENT {

PUBLIC SAFETY AND CORRECTIONAL SERVICES
SAM

FINGERPRINT ACTIVITY REPORT

see nave Zee Attorney Clients
Authotizaton # 1800001442
DATE FROM * DATE TO

dowery+8@maryland S@marylant .gov | Logout |
Change Password

" Welcome michael

SING201

& View feport TR
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The ‘Agency Fingerprint Activity Report’ lists all of the live scan fingerprinting
transactions that were submitted under the agency’s authorization number within
the date range specified. It lists the applicant’s name, date of birth, date
fingerprinted and employee status in SAM.

DEPARTMENT OF
PUBLIGSAFETY AND CORRECTIONAL SERVICES A

SAM . p Change Password

R FINGERPRINT ACTIVITY REPORT
Ste Name Zee Attorney Cllents

Authotzaton * 1800001442
di b M ’ w W%
Agency Fingerprint Activity Report
Auth # 1800001442 - Zee Attorney Clients

Count | Lant Fiewt Oute of Tracking Dt Lmplopee
e P Sath tourndes Fingerperin Staha

1 MAN PONT 1O/9/1962 186399001574 6/29/2018 Wit
MYKAL DowWIRY WVI%E 186399002123 6/20/2018 Marec

Total 2

Repoct Exocution Date K Time: 07/10/2018 220055 ¢ Pagelott

Additional reports are forthcoming.
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Remember to always log out of SAM whenever you are not actively using it.

You can log out of SAM from nearly any open SAM window by clicking on the
‘Logout’ link in the top right corner. You may also have to log out of the DPSCS
portal by repeating the process.

PUBLIGSAFETY AND CORRECTI®ONAL SERVICES >
nd.gov | Logout |

SAM i~ Change Password

0 Agemzy Aswrmnzton

0 Negern

Welcome to the SAM application.
Please select an action from the menu to the left.
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CJIS Customer Service

Please contact CJIS Customer Service at either of the following numbers with
questions, concerns, comments, suggestions or password issues.

CJIS Customer Service

410-764-4501
1-888-795-0011
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